UTMB HANDBOOK OF OPERATING PROCEDURES

Section 6 Compliance Policies - Effective

Subject 6.2 Privacy and Disclosure - Revised

- Reviewed

Palicy 6.2.1 Use and Disclosure of PHI Based on Patient Compliance Office - Author
Authorization

Use and Disclosure of PHI Based on Patient Authorization

Audience

Definitions

Theinformation in this document gppliesto dl UTMB faculty, Saff,
students, volunteers, and any other contractors or agents granted access to
Protected Hedlth Information (PHI).

Authorization: An"authorization" dlows for the use and disclosure of
PHI for purposes other than Treatment, Payment, and hedlth care
Operations (TPO).

Medical Record Custodian: The person or department responsible for
the maintenance, retention, access, data integrity, and data quaity of PHI;
including protecting petient privacy and providing information security,
andyzing dinica datafor research and public policy, preparing PHI for
accreditation surveys, and complying with standards and regulations
regarding PHI.

Referring Physician: The source behind a particular episode of hedlth
care. Thereferring physician may be the primary care physician, may bea
faculty member, and may be the consulting physician to whom the primary
care physician referred the patient.

Case Management Record/Shadow Medical Record (CMR): The
medical record maintained by a specific physician or department, other
than Hedlth Information Management (HIM), that includes patient care
information dso induded in the Unit Medical Record (UMR). A CMR
does not contain any pertinent patient care information that cannot be found
inthe UMR. A CMR is congdered a"convenience copy" only and has no
record retention schedule.

Unit Medical Record (UMR): The UTMB medica record maintained
by the HIM Department that is designed to contain acomposite of al
sgnificant hospital and clinica information gathered on a given petient,
whether as an inpatient, outpatient, or emergency care patient. Portions of
the UMR may be housed at various locations throughout the UTMB
sysem. The UMR has a permanent retention schedule.
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Use and Disclosure of PHI Based on Patient Authorization,
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Policy Confidentidity of health information isthe right of each patient seeking
hedlth care through UTMB. All protected health information (both written
and verba) is gtrictly confidentid. Use and disclosure of PHI based on
patient authorization shal be done only after completion of avaid
authorization and obtaining the patient’ s Sgnature.

Core Elementsof A vdid authorization must contain at least the following eements and must
aValid be written in plain language:

Authorization 1

2.

3.

A description of the information to be used or disclosed that
identifies the information in a specific and meaningful fashion.
The name or other pecific identification of the person or class
of persons, authorized to make the requested use or disclosure.
The name or other specific identification of the person or class
of persons, to whom UTMB may make the requested use or
disclosure.

Description of each purpose of the requested use and
disclosure. The gatement “at the request of the individud” is
aufficient description when an individud initiates the
authorization and does not, or elects not to, provide a
statement of purpose.

An expiration date or event that relates to the authorization.
Under Texas law, which is more restrictive than the HIPAA
privacy regulations, an authorization is vaid until the 180" day
after the date it is 9gned unless the authorization provides
otherwise or unlessit is revoked.

A staement of the individud’ s right to revoke the authorization
in writing and the exceptions to the right to revoke, together
with adescription of how the individud may revoke the
authorization.

A dtatement that the information used or disclosed pursuant to
the authorization may be subject to re-disclosure by the
recipient and no longer be protected by the HIPAA Privacy
Regulations.

Signature of the individua and the date.
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Use and Disclosure of PHI Based on Patient Authorization,

continued

Core Elements of
aValid
Authorization
(cont'd)

Compound
Authorizations

Conditioning
Treatment Upon
an Authorization

9. If apersond representative of the individud signsthe
authorization, a description of individud’ s authority to act for
theindividud.

10. If the authorization isfor marketing UTMB must include a
satement acknowledging if direct or indirect remuneration is
givento UTMB.

The authorization may contain ements or information in addition to the
required eements, provided that such additional elements or information
are not incons stent with the required e ements.

An authorization for use and disclosure of PHI may not be combined with
any other document to creste a compound authorization, except for the
following.

1. Anauthorization for the use or disclosure of PHI creeted for
research that includes the trestment of the individua may be
combined as permitted by the HIPAA Research Policies.

2. Anauthorization for the use and disclosure of psychotherapy
notes may only be combined with another authorization for use
and disclosure of psychotherapy notes.

An authorization, other than that for a use and disclosure of psychotherapy
notes, may be combined with any other such authorization unlessUTMB
has conditioned the provison of trestment, payment, enrollment in a hedth
plan, or digibility for benefits as prohibited by the section outlining
Conditiona Authorizetions.

UTMB may not condition trestment on an authorizetion except in the event
of:

1. Provison of research-related trestment upon receiving an
authorization for such research.

2. Provison of hedth care that is soldly for the purpose of creating
PHI for disclosure to athird party on the provison of an
authorization to such third party (e.g., for life insurance or disgbility
evaluation).
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Defective
Authorizations

Authorizations
Requiring Special
I nstructions

An authorization is conddered defective and invdid if any materid
informetion in the authorization is known to be fase by UTMB or its
employees or if any of the following defects exist:
1. Theexpiration date has passed or the expiration event is
known by the covered entity to have occurred;
2. Theauthorization has not been filled out completdly with
respect to an element described as a core e ement;
3. Theauthorization is known by the covered entity to have been
revoked;
4. The authorization violates the compound authorizations
requirement or the prohibition of authorizations requirement.
5. Any materid information in the authorization is known by
UTMB to befdse.

Authorizations and Psychotherapy Notes
For specific rules governing the use and disclosure of psychotherapy notes,
see IHOP Policy 6.2.7, Use and Disclosure of Psychotherapy Notes.

Authorizationsfor Marketing and Fundraising Purposes

For specific rules governing the use and disclosure of PHI for marketing
and fundraising purposes, see IHOP HIPAA palicies, Use and Disclosure
of PHI for Marketing Purposes (policy #) or Use and Disclosure of PHI
for Fundraising.

Research Authorization

For specific rules governing the use and disclosure of PHI for research
purposes, see IHOP HIPAA policy, Use and Disclosure of PHI for
Research Purposes (policy #).

Revocation of Authorizations
For specific rules governing the Revocation of Authorizations, see IHOP
HIPAA policy, Revocation of Authorization to Release PHI.
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Authorizations Per sonal Representatives, Minors, and Deceased Individuals For
Requiring Special  information regarding who the proper person isto sign athorizations for

| nstructions the release of information about incapacitated individuas, minors, and

(cont'd) deceased individuas, see IHOP Policy 6.2.3, Uses and Disclosures of
PHI by and for Personal Representatives, Minors, and Deceased
Individuals.

Enforcement All supervisors are responsible for enforcing this policy. Individuas who

violate this policy will be subject to the disciplinary processfor faculty, staff,
students, or volunteers.
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