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De-ldentification of PHI

Audience

Definitions

Policy

Theinformation in this document appliesto dl UTMB faculty, S&ff,
students, volunteers, and any other contractors or agents granted access to
Protected Hedlth Information (PHI).

Institutional Review Board (IRB): A committee group comprised of
UTMB personnel and community representatives with varying backgrounds
and professiona experience that review and approve the research protocol
involving human subjects.

Authorized User: Anindividud that is granted accessto PHI for patients
through an authorization, IRB waiver or who is performing an activity related
to hedlth care operations.

Health Care Operations: Activitiesrdated to UTMB'’ sfunctionsasahedlth
care provider, including genera adminidraive and busness functions
necessary for UTMB to remain aviable hedlth care provider.

Limited Data Set: A compromise between protected health information
(PHI) and de-identified information. For use only in public hedth,
research, and hedlth care operations.

Protected Health Information (PHI): Individudly identifigble hedth
information tranamitted or maintained in any form or medium, including ord,
written, and eectronic communications. Individudly identifiable hedlth
information relates to an individuad’ s hedlth status or condition, furnishing
hedlth services to an individud or paying or administering hedth care
benefitsto an individual. Information is consdered PHI wherethereisa
reasonable basis to believe the information can be used to identify an
individud.

UTMB has aduty to protect the confidentidity and integrity of PHI as
required by law, professiond ethics, and accreditation requirements.
Whenever possible, de-identified PHI should be used. De-identified PHI
is rendered anonymous when identifying characteristics are completdy
removed. PHI must be de-identified prior to disclosure to non-authorized
users. Thispolicy defines the guidelines and procedures that must be
followed for the de-identification of PHI.

Continued on next page
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De-ldentification of PHI, continued

Guidelines

All personnd mugt grictly observe the following guiddines relating to the
de-identification of PHI:

o De-identification requires the imination not only of primary or
obvious identifiers, such as the patient’s name, address, date of birth
(DOB), and treating physician, but dso of secondary identifiers
through which a user could deduce the patient’ s identity. For
information to be de-identified the following identifiers of the individua
(or of relatives, employers, or household member of the individud)
must be removed:

Names

Address information smaller than a state, including street
address, city, county, zip code (except if by combining al zip
codes with the sameinitid three digits, there are more than
20,000 people)

Names of relatives and employers

All dement of dates (except year), including DOB, admission
date, discharge date, date of death; and al ages over 89 and dl
elements of datesincluding year indicative of such age except
that such ages and dements may be aggregated into asingle
category of age 90 or older;

Teephone numbers

Fax numbers

Email addresses

Socia Security Number (SSN)

UH number (medica record number)

Hedlth beneficiary plan number

Account numbers

Certificate/License Number

Vehideidentifiers, including license plate numbers

Device D and serid number

Uniform Resource Locator (URL)

Identifier Protocol (IP) addresses

Biometric identifiers

Full face photographic images and other comparable images
Any other unique identifying number characterigtic, or code.
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De-ldentification of PHI, continued

o0 Whenever possible, de-identified PHI should be used for qudity
assurance monitoring and routine utilizetion reporting. If de-identified
PHI cannot be used, alimited data set should be used whenever
possible. See IHOP 6.2.13, Uses and Disclosures of Limited Data
Sets.

0 PHI used for research, including public health research, should be de-
identified at the point of data collection for research protocols
approved by the IRB, unless the participant voluntarily and expresdy
consents to the use of hishher persondly identifiable information or an
IRB waiver of authorization is obtained. If de-identified PHI cannot
be used for research, alimited data set should be used whenever
possible. SeelHOP 6.2.13, Uses and Disclosures of Limited Data
Sets.

o If an authorized user wishes to encrypt PHI when creating de-
identified information the authorized user must ensure that:

- The code or other means of record identification is not derived
from or related to information about the individud and is not
otherwise capable of being trandated so as to identify the
individud; and

- Anyoneinvolved in the research project does not use or disclose
the code or other means of record identification and does not
disclose the mechanism to accomplish re-identification.

Guidelines
(cont’d)

If remova of any identifiersis not practica or does not meet your business
needs and you il wish to use PHI, you must obtain gpprova from the
UTMB Privacy Office

Enforcement All supervisors are respongible for enforcing this policy. Individuas who
violate this policy will be subject to the appropriate and applicable
disciplinary process, up to and including termination or dismissdl.

References 45 C.F.R. §164.502(d)
45 C.F.R. 8164.514
45 C.F.R. §164.512(i)
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