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Maintaining Patient Confidentiality
Definitions

UTMB Personnel: Any faculty, staff, student, volunteer, or any other
contractors or agents of UTMB.
Protected Health Information (PHI): Individually identifiable health
information that is transmitted by, or maintained in, electronic media or any
other form or medium. This information must relate to: 1) the past, present, or
future physical or mental health, or condition of an individual; 2) provision of
health care to an individual; or 3) payment for the provision of health care to an
individual. If the information identifies, or provides a reasonable basis to
believe it can be used to identify an individual, it is considered individually
identifiable health information.

Policy

UTMB is committed to protecting the confidentiality of our patients. All
UTMB personnel have a duty to follow the procedures listed below to ensure
patient confidentiality and report any breaches of privacy that occur. All
suspected breaches of patient privacy should be made to the Office of
Institutional Compliance.
Violation of this policy may further result in disciplinary action up to and
including termination for employees; a termination of employment relationship
in the case of contractors or consultants; or suspension or expulsion in the case
of a student. Additionally, individuals may be subject to loss of access
privileges and civil and/or criminal prosecution.

Inappropriate UTMB personnel must only use PHI on a patient if the information being
accessed is part of his/her work duty. Any patient information used that is not
Use of PHI

directly part of the work responsibility of the UTMB personnel is considered a
breach of confidentiality.
UTMB personnel must limit the use of PHI to the “minimum necessary”
amount of information required to perform the work function. Excessive use
of PHI beyond the scope of the work duties is considered a breach of
confidentiality.
UTMB personnel are responsible for all information that is accessed under their
user name and password. Sharing passwords or leaving computers logged in
while leaving an area jeopardizes patient confidentiality. UTMB personnel are
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Inappropriate responsible for any information that is accessed inappropriately in this manner.
Leaving a computer station without logging off the computer, locking the
Use of PHI,
screen, or closing the program containing PHI is considered a breach of privacy.
continued
The medical record and/or electronic or hard copy medical record and any other
patient information is a confidential document and is to be used only in the
performance of an employee's duties. Medical records are not to be used as
reading material or accessed out of curiosity.
Examples of inappropriate use of PHI resulting in a breach of patient
confidentiality include:
1. A UTMB employee uses an electronic system to look up the phone
number and address of a patient for personal reasons.
2. A UTMB employee is concerned about a patient in the hospital and
looks up the patient’s information to see how they are doing.
3. A UTMB employee looks up the friend’s lab results because the friend
wants the results in a more timely fashion.
4. An Outpatient Service Associate (OSA) responsible for registering a
patient goes beyond his/her work duty and accesses detailed lab results
on the patient in addition to the PHI necessary to register the patient.
5. A UTMB employee is involved in a family dispute and needs
information about the welfare of a family member. The UTMB
employee looks up the family member’s information to find out when
their next appointment at UTMB is.
6. A UTMB employee is asked by a visitor the location of a patient. The
UTMB employee looks up the information for the visitor even though it
is not part of the job responsibility of the employee. (Employees should
direct visitors to the Help Information Desk in the hospital. For more
information, please refer to the Patient Directory policy.)
7. A UTMB employee accesses the UTMB bed census to find out where a
friend, family member or co-worker is being treated.

Inappropriate UTMB personnel are responsible for disclosures of PHI. The disclosure of
Disclosure of patient PHI must be done solely for the treatment, payment or health care
operations associated with the patient. Any disclosure made to other persons,
PHI
whether orally, written or electronically, must be for work related duties and
made to individuals involved or otherwise related to the care of the patient or
billing of the patient encounter.
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Communicating confidential patient information inappropriately, carelessly, or
negligently (e.g., casual discussion regarding a patient, discussion in public
areas, and/or unauthorized release of information while on or off campus) is a
breach of confidentiality.
Professional discussion of a patient's condition or medical plan should not be
openly discussed in the hallway or waiting areas, but kept confidential by
limiting discussion to a private area.
While patient information may be communicated for the purpose of caring for a
patient, casual discussions regarding a patient and/or unauthorized release of
information are considered a breach of confidentiality.
Examples of inappropriate disclosure of PHI resulting in a breach of patient
confidentiality include:
1. A UTMB employee, treating a well known person in the community,
tells other UTMB employees (not on the patient’s treatment team) about
the diagnosis of the patient.
2. A UTMB nurse tells another employee, who is not involved in the
treatment activities of the patient, the patient’s personal medical
condition.
3. A UTMB employee learns about the condition of a patient who is also a
family member while at work. The UTMB employee then tells other
family members about the patient’s condition.
4. A UTMB employee sends an email to her spouse that contained PHI on
patients the employee was treating.
5. A UTMB employee discloses identifying information on a patient and
talks about the medical condition of the patient in the dining hall with
friends at lunch.
6. A UTMB employee accidentally leaves detailed medical notes on
patients on a table next to a soft drink machine while on break.
7. A UTMB employee discloses information to a visitor on a “no
information” patient.
A UTMB employee releases the medical record on a patient to an attorney
without going through the Health Information Management department
responsible for such disclosures.
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Institutional Handbook of Operating Procedures Policies:
2.27.6, Outside Auditor Policy
6.1.9, Reporting Suspected Wrongdoing
6.2.0, General Policy on the Use and Disclosure of PHI
6.2.14, Minimum Necessary Use and Disclosure of PHI
9.2.2, Release of Open Inpatient Medical Records
9.2.6, Medical Record Access
9.2.7, Access to Medical Records Located on Patient Care Units
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